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Overview 
The Windows SharePoint Services hosting component is a part of Hosted Messaging and Collaboration 

(HMC) solution. It provides basic functionalities of Windows SharePoint Services with additional support for 

multi-tenancy and resource management. 

This article mainly introduces the improvement of People Picker feature of Windows SharePoint Services 

3.0 SP1 and how it is configured in HMC for multi-tenancy support. Toward the end of this article, we will 

introduce a way of using this feature to recover HMC site collection information in Active Directory. 

Limitation of People Picker in Hosting Environment 
SharePoint provides a nice control commonly known as "People Picker". We can find it in “Add Users” page 

of SharePoint UI: 

 

Figure 1 People Picker control in SharePoint UI 

As shown in Figure 1, the People Picker control have “CheckNames” icon to resolve a user’s name and 

“Browse” icon to display a list of users. Prior to Windows SharePoint Services 3.0 SP1, the People Picker 

control searches the entire Active Directory to resolve users' names or find users, instead of searching only 

users within a particular scope. 

However, in a multi-tenanted hosting environment such as HMC where users are in different organizations, 

you do not want users to search users of another organization, let alone users from Active Directory. For 

security considerations, only users in the same organization can see each other. 

As there is no limitation as to the search scope and user privilege for the People Picker feature, it may 

expose a security compromise when HMC wants to provide full functionalities of Windows SharePoint 

Services in multi-tenanted hosting environment. 

In order to fully support multi-tenancy in a hosting environment, Windows SharePoint Services improves its 

People Picker feature and HMC also needs to configure additional settings according to the changes of 

Windows SharePoint Services. 

Multi-tenancy Support for People Picker in HMC 

Improvement of People Picker in WSS 3.0 SP1 
The deficiency of People Picker control was resolved in Windows SharePoint Services 3.0 SP1 with the 

introduction of UserAccountDirectoryPath of SharePoint site collection and ServiceAccountDirectoryPaths 

of SharePoint Web application. 



Implementation of multi-tenancy in People Picker 

 “UserAccountDirectoryPath” is added as a property of SharePoint site collection and its value is stored in 

Sites table of SharePoint content database. It represents a search path in Active Directory. With this 

property, we can restrict People Picker control to only search within a certain scope by setting its value to a 

specific path. When users launch People Picker control in one site, Windows SharePoint Services will first 

check whether the “UserAccountDirectoryPath” of this site has been set. If the value of the directory path is 

not empty, the People Picker control will only search users under that particular path. Or it will still search 

the whole Active Directory. 

Only restricting the search scope is not enough. The user privilege of People Picker control should also be 

restricted to a certain level. Consider the following scenario: if user A, who belongs to organization A, is 

accidentally added into a site B which belongs to organization B, he will be able to see all the users in 

organization B through the People Picker control of site B. To prevent this scenario, there should be 

additional permission check for users who use People Picker before People Picker starts to retrieve 

information from Active Directory. In Windows SharePoint Service 3.0 SP1, only users who belong to either 

UserAccountDirectoryPath or ServiceAccountDirectoryPath can pass the permission check. 

What is ServiceAccountDirectoryPath? It is a property of Web application and is introduced especially for 

farm administrators. When the farm administrator tries to manage the site collection, it will be added as a 

user to the site collection. Farm administrator should see users in all organizations. But it may be blocked 

by UserAccountDirectoryPath of a certain site, as farm administrator does not belong to any tenant’s 

organization. 

To allow farm administrator to manage the site collection, the ServiceAccountDirectoryPath of Web 

application containing this site collection should be configured to include the farm administrator. If the 

farm administrator belongs to one of the paths specified in the ServiceAccountDirectoryPath, it will be 

allowed to manage the site collection. 

Relative commands of stsadmin.exe 

stsadmin.exe is an administration command line tool of Windows SharePoint Services. We can find it in 

“C:\Program Files\Common Files\microsoft shared\Web Server Extensions\12\BIN” of SharePoint server. 

We can use its commands to get or set the value of userAccountDirectoryPath and 

ServiceAccointDirectoryPaths. 

1) stsadm.exe -o setsiteuseraccountdirectorypath -url <site collection url> -path <path> 

Set the site user account directory path. The <path> is distinguished name of the Organization Unit (OU), 

such as, OU=MSCRM,DC=redmond,DC=corp,DC=microsoft,DC=com 

2) stsadm.exe -o getsiteuseraccountdirectorypath -url <site collection url> 

Get the site collection's user account directory path setting. 

3) stsadm.exe -o setproperty -url <webappurl> -pn "peoplepicker-serviceaccountdirectorypaths" -pv 

<paths> 

Set the service account directory paths. The <paths> is a list of distinguished names of OU, separated by 

semicolon. For example, the <paths> could be: 

DC=redmond,DC=corp,DC=microsoft,DC=com;DC=ntdev,DC=corp,DC=microsoft,DC=com 



4) stsadm.exe -o getproperty -url <webappurl> -pn "peoplepicker-serviceaccountdirectorypaths" 

Get the list of service account directory path. 

Configuring People Picker in Windows SharePoint Services Hosting 
With support of People Picker feature in Windows SharePoint Services 3.0 SP1, HMC can easily add 

limitations for picking users across different organizations by correctly setting the values of 

ServiceAccountDirectoryPath and UserAccountDirectoryPath. 

How to set ServiceAccountDirectoryPath 

ServiceAccountDirectoryPath should be manually configured and we should make it contain farm 

administrator account. For procedures of Windows SharePoint Services Hosting, the account of farm 

administrator is “Mpsprivacct-*****” which is under the path “CN=Users,DC=***,DC=***” in Active 

Directory. This account should be set as a farm administrator in SharePoint server during the deployment. 

Because regardless who calls these procedures, after it passes the permission check, each valid procedure 

will be executed by this account in SharePoint site. 

 

Figure 2 Mpsprivacct account in Active Directory 

We can use either stsadm.exe command or sample request to set ServiceAccountDirectoryPath. 

As the environment showed in Figure 2, we can run the following command for each existing Web 

application (for example, http://e01collab01:8080) if we want to create sites in it: 

stsadm.exe -o setproperty -url http://e01collab01:8080 -pn "peoplepicker-serviceaccountdirectorypaths" -

pv “CN=Users,DC=e01k2tp3,DC=grf” 

There is also a sample request ModifyServiceAccountDirectoryPaths.xml in ManagedSharePoint2007NS, 

which can be used for setting the value of ServiceAccountDirectoryPath. 

<request> 
  <data> 
 <preferredDomainController>e01ad01.e01k2tp3.grf</preferredDomainController> 

http://e01collab01:8080/
http://e01collab01:8080/


    <target>http://e01collab01:8080</target> 
<serviceAccountDirectoryPaths>CN=Users,DC=e01k2tp3,DC=grf</serviceAccountDirectoryPa
ths> 
  </data> 
  <procedure> 
    <execute namespace="ManagedSharePoint2007" 
procedure="ModifyServiceAccountDirectoryPaths" impersonate="1" > 
      <before source="data" destination="executeData" mode="merge"/> 
      <after source="executeData" destination="data" mode="merge"/> 
    </execute> 
  </procedure> 
</request> 

How to set UserAccountDirectoryPath 

There are two places for setting UserAccountDirectoryPath: creating new sites and updating old sites. 

When customers use Windows SharePoint Services hosting procedures to create a new SharePoint site, 

ManagedSharePoint2007NS::CreateCustomerSite, for example, the sample request contains the following: 

<request> 

  <procedure> 

    <execute namespace="ManagedSharePoint2007" procedure="CreateCustomerSite" 

impersonate="1"> 

      <executeData> 

<org>LDAP://ou=Business Org,ou=ResellerOrg,ou=hosting,dc=e01k2tp3,dc=grf</org> 

        <siteName>SPSite1</siteName> 

        <site>http://e01collab01/sites/SPSite1</site> 

        <title>Test site</title> 

                  éé                                 

      </executeData> 

      <after source="executeData" destination="data" mode="merge" /> 

    </execute> 

  </procedure> 

</request> 

The previous request will do two things: one is to call SharePoint Object Model to create a site in 

SharePoint back-end server; the other is to create a site container in Active Directory to store some site 

information for provisioning. We can see the site container in Active Directory in Figure 3: 

http://e01collab01:8080%3c/target
http://e01collab01/sites/SPSite1%3c/site


 

Figure 3 SharePoint sites in Active Directory 

We can clearly see that the site container is stored under the path of the organization which owns the site. 

The parameter “org” of CreateCustomerSite request is used to specify the OU path of the site. If the “org” 

passed is valid, Windows SharePoint Services provisioning request will set the value to the 

UserAccountDirectoryPath of the site collection object when it creates site.  

For old SharePoint sites which already exist before People Picker feature was introduced, all the 

UserAccountDirectoryPath of these sites have the default value of “". Empty means there are no user 

account directory path restriction. So, if we want to use People Picker in hosting environment, we must 

manually update these sites. 

Windows SharePoint Services provisioning also provide a sample request “PeoplePickerUpdateSites.xml” 

which is used to update the value of UserAccountDirectoryPath of all the sites in the domain regardless 

whether the sites are old or new. The only parameter is the domain name. 

<request> 
  <data> 

    <preferredDomainController>e01ad01.e01k2tp3.grf</preferredDomainController> 
  </data> 
  <procedure name="PeoplePickerUpdateSites" type="write" access="public" 
description="Update all the UserAccountDirectoryPaths of a domain."> 
…… 

PeoplePickerUpdateSites will query all the sites in Active Directory and restore the OU path of each site, 

and then it calls Object model to set the value of property UserAccountDirectoryPath for each site object.  

Scenario - Recover Data Loss Using People Picker Feature 
In the improved People Picker feature with multi-tenancy support, the site OU path is stored in 

UserAccountDirectoryPath of each SharePoint site. We can use this information to deal with the issue of 



site information loss in Active Directory, which otherwise cannot be resolved without 

UserAccountDirectoryPath.  

As we can see in Figure 3, all site information is stored in Active Directory under the site OU path. In HMC 

4.5, this information which is called “Service Pointers” contains: 

<siteType>: indicates the type of SharePoint site. 

<target>: indicates the URL of SharePoint Central Administration  

<siteGUID> and <subSiteGUID>: indicate GUIDs of the site and its root Web. 

<siteOwner>: indicates the owner of the site 

 

Figure 4 service pointers in Active Directory 

In case that some part of this information is deleted from Active Directory by accident, all the HMC 

provisioning requests cannot work.  

Find out information about which site need to be recovered 

1. Enumerate all the sites and get their OU paths 

a. Get all site collections in the farm by calling stsadm tool against all virtual servers 

stsadm.exe –o enumsites – url <virtual server url> 

b. Enumerate all site collections in the farm, and get UserAccountDircetoryPath by stsadm tool: 

stsadm.exe -o getsiteuseraccountdirectorypath -url <sitecollectionurl> 

2. Check whether the site information is lost in Active Directory.  

For each site, under its OU path which is the value of UserAccountDircetoryPath, find out site container 

according to Figure 4 by using the site URL which is stored in the property “displayName” of the site 

container. Check whether all the service pointers exist in the site container. If the corresponding 

Service Pointer does not exist, we need to use the site URL by the following approach to recover these 

Service Pointers. 

Steps to recover site information in Active Directory 

1. Get siteType, siteGUID and subSiteGUID 

Call sample request SharePoint2007Proivder::GetSiteTypeAndGUIDs. 

Example XML: 

Request: 



<request> 

<data> 

<target>http://collab01:8080</target> 

<site>http://TeamAlpine.AlpineSkiHouse.com</site> 

</data> 

<procedure> 

   <execute namespace="SharePoint2007Provider" procedure="GetSiteTypeAndGUIDs" 

impersonate="1"> 

<before source="data" sourcePath="target" destination="executeData" 

mode="move" /> 

<before source="data" sourcePath="site" destination="executeData" 

mode="move" /> 

<after source="executeData" destination="data" mode="merge" /> 

</execute> 

</procedure> 

</request> 

Response: 

<response> 

<data> 

<siteGUID>3effb460-022d-4496-8af1-3a92b21757a3</siteGUID> 

<subSiteGUID>b3fd02d4-675c-4b2c-9e01-8f52b451319b</subSiteGUID> 

<siteType>siteCollection</siteType> 

</data> 

</response> 

2. Get siteOwner 

Call sample request SharePoint2007Proivder::GetSite 

Example XML: 

Request: 

<request> 

<data> 

<target>http://collab01:8080</target> 

<siteGUID>3effb460-022d-4496-8af1-3a92b21757a3</siteGUID> 

</data> 

<procedure> 

<execute namespace="SharePoint2007Provider" procedure="GetSite" 

impersonate="1"> 

<before source="data" sourcePath="target" destination="executeData" 

mode="move" /> 

<before source="data" sourcePath="siteGUID" destination="executeData" 

mode="move" /> 

<after source="executeData" destination="data" mode="merge" /> 

</execute> 

</procedure> 

</request> 

Response: 

<response> 

<data> 

<web> 

<metaData lastModified="2004-05-14 23:45:47Z" portalUrl="/" 

hostHeaderIsSiteName="true" lastSecurityModifiedDate="2004-05-14 23:45:47Z" 

created="2004-05-14 23:45:47Z" currencyLocaleID="1033" description="Internal 

site for Alpine Ski House." language="1033" locale="1033" theme="" 

title="AlpineSkiHouse Team Site" owner="fabrikam\johnc_alpineskihouse" 

url="http://TeamAlpine.AlpineSkiHouse.com" name="" /> 

<sitesWithTime> 

http://collab01:8080%3c/target
http://collab01:8080%3c/target
http://teamalpine.alpineskihouse.com/


<siteWithTime timeZ="2004-05-27 01:00:05Z" 

url="http://teamalpine.alpineskihouse.com/Sales" /> 

</sitesWithTime> 

<groups> 

<group id="1" name="SalesGroup" description="AlpineSkiHouse - Sales" 

ownerId="1"> 

<users> 

<user id="1" sid="S-1-5-21-1177238915-507921405-1343024091-1109" 

name="John Chen" loginName="fabrikam\johnc_alpineskihouse" 

email="johnc@alpineskihouse.com" notes="John Chen" isSiteAdmin="true" 

isDomainGroup="false" /> 

</users> 

</group> 

</groups> 

</web> 

</data> 
</response> 

3. Create Service Pointer 

Call Managed Helpers::CreateServicePointer_ 

Example XML: 

Request:  

<request> 

<data> 

<preferredDomainController>ad01.fabrikam.com</preferredDomainController> 

<org>LDAP://OU=Alpineskihouse,OU=ConsolidatedMessenger,OU=Hosting,DC=Fabrika

m,DC=Com</org> 

<pointerTypeContainer>SharePointSites</pointerTypeContainer> 

<name>TeamAlpine</name> 

<location>http://TeamAlpine.AlpineSkiHouse.com</location> 

<properties> 

<property name="target">http://collab01:8080</property> 

<property name="siteType">siteCollection</property> 

<property name="siteGUID">3effb460-022d-4496-8af1-3a92b21757a3</property> 

<property name="subSiteGUID">b3fd02d4-675c-4b2c-9e01-

8f52b451319b</property> 

<property name="siteOwner">FABRIKAM\JOHNC_ALPINESKIHOUSE</property> 

</properties> 

</data> 

<procedure> 

<execute namespace="Managed Helpers" procedure="CreateServicePointer_" 

impersonate="1"> 

<before source="data" sourcePath="target" destination="executeData" 

mode="move" /> 

<before source="data" sourcePath="site" destination="executeData" 

mode="move" /> 

<after source="executeData" destination="data" mode="merge" /> 

</execute> 

</procedure> 

</request> 

Notes: 

(1) “name” is siteName of the site collection 

(2) “location” is URL of the site collection 

After recovering the Service Pointer for site collection, the same steps should be done to recover 

all the Service Pointers for subsites. 

http://teamalpine.alpineskihouse.com/Sales
mailto:johnc@alpineskihouse.com
http://collab01:8080%3c/property
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